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Developing and documenting the Management System aims to apply a structure to an often ad-hoc 
approach to risk management. 
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A structured Management System, based on the quality management principles of 
“plan-do-check-feedback”, ensures that the risks associated with all company or
contracted activities are managed in a comparable way.

Leadership + Commitment = Control Environment

Policy & Objectives

Reviewing

Auditing

Organising & Planning

Measuring

PLAN

Corrective
ActionDO

CHECK

FEEDBACK

Risk Assessment

Procedures

Managing Change

Training





THE TOOLS AVAILABLETHE TOOLS AVAILABLE

�� 11 Risk AssessmentRisk Assessment

�� 22 Risk AuditRisk Audit

�� 33 TrainingTraining
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Identify risks

Assess risks

Control risks

Retain risks Internal controls Transfer risks
n Non-funded
n Funded

n self-insurance
n captive

n External insurance
n Third parties
(contractual transfer)

n Engineering controls
n Managerial controls
n Financial controls
n Eliminate risks

Report risks

The Risk Assessment Process addresses the identification and evaluation of risks to all strategic aspects 
of the business, covering internal, external and natural hazards risks, and the development of cost-
effective risk-reduction and control measures.



CONSEQUENCE LIKELIHOOD

Severity

People Asset
Damage

Environ-
mental
Effect

Impact
on

Reputation

A B C D E

Never 
heard 
of in 
our 
industry

Has 
occurred 
in our 
company

Has 
occurred 
in our 
industry

0 No
injury None None None

1 Slight
injury

Slight Slight Slight Manage for continuous
improvement

2 Minor
injury

Minor Minor Limited

3 Major
injuries Local Localised Significant

4 Single
fatality

Major Major

Intolerable5 Multiple Extensive Massive
fatalities

Happens 
several 
times/yr 
in our 
company

Happens 
several 
times/yr 
at one 
site

Incorporate risk 
reduction measures

National

Example user friendly risk assessment matrix

Inter-
national



The hazard bow-tie diagram

Threat 
Control

Threat 
Control

Threat 
Control

Threat 
Control

Threat 
Control

Consequence 1Consequence 1

Consequence 1Consequence 2

Consequence 1Consequence 3

Threat 1

Threat 2

Threat 3

Recovery 
Control

Recovery 
Control

Recovery 
Control

Recovery 
Control

Top 
Event

Threat = Potential 
cause of release of 

Hazard

Result of hazard 
release that may lead 

to Major Accident

Threat and Recovery Controls are barriers to prevent the Major 
Accident and are provided by Critical Tasks

Consequence = Worst case 
escalation of Major Accident



Critical
TaskProcedure

Competencies

Means of
Verification

FrequencyResponsibility

Threat 
Control

Recovery 
Control

OR

Critical tasks



Economic control is achieved when any further cost of control outweighs the benefits arising from risk 
reduction.

Cost

Total cost

Cost of loss Cost of controls

Optimum balance 
for risk control

Unstructured
Ill-defined
Superficial

Complex
Unworkable
Theoretical



Cost of Accidents

1979 - THREE MILE ISLAND NUCLEAR PLANT      - US $ 1.3 billion

1986 - CHERNOBYL NUCLEAR PLANT - US $ 5.5 billion

1988 - PIPER ALPHA OIL PLATFORM - US $ 3.0 billion

1989 - EXXON VALDEZ                                           - US $ 20.0 billion     

Major Accidents



Cost of Accidents

CASE STUDIES

Construction Contract - 8.5% of Contract Price

Transport Company - 37% of Profits or 1.8% of Operating
Costs

North Sea Oil Production Platform - £3.8 million/year (or shutting down
the platform for one day a week)

Costs include:
- Financial Costs - additional costs actually incurred to achieve desired output.
- Opportunity Costs - costs of labour paid for no work or production

Health & Safety Executive

Minor Accidents



Cost of Accidents
Minor Accidents

INSURED COSTS

. Covering injury, ill health, damage.

UNINSURED COSTS

. Product and material damage

. Plant and building damage

. Tool and equipment damage

. Legal costs

. Expenditure on emergency supplies

. Clearing site

. Production delays

. Overtime working and temporary labour

. Investigation time

. Supervisors time diverted

. Clerical effort

. Fines

. Loss of expertise / experience

£1

£8-£11

Health & Safety Executive



Risk
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Task
Change

Equipment
Change
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Risk Audit

Task

THE INTEGRATED WHEELTHE INTEGRATED WHEEL



Russia Far East– Helicopter Impact Bow Tie

Consequence

Multiple fatalities,
helicopter crashes on

helideck & fire

Consequence

Fire /explosion damage to
platform 

Consequence

Multiple fatalities,
helicopter ditches in sea

HT-08.03  Helicopter
Transfer Operations

Loc: Platform 1
Event: Helicopter Crash

Threat

Improper passenger
behaviour

Threat

Adverse weather

Threat

Hazardous goods loaded
onto helicopter at

Platform

Threat

Cold flare

Threat

Platform not ready for
landing

Threat

Releasing an unairworthy
aircraft to service

Threat

Deviation from intended
flight path

Threat

Obstructions around
approach vector

Threat

Overloading of helicopter
(passengers/ baggage/

freight)

Threat

Debris sucked into engine
intakes
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HT-08.03  Helicopter
Transfer Operations

Loc: Platform 1
Event: Helicopter Crash

Helideck drawings and markings clearly
delineate obstacle free sectors

Construction / Maint / drilling tarpaulins
are properly secured to prevent uplift

from helicopter backwash

Russian Civil Aviation Rules, NPP
(general Flight Rules) stipulates orders

and responsibilities for flights

See Helicopter Contractor Aviation HSE
Case

See Helicopter Contractor Aviation HSE
Case

Threat

Deviation from intended
flight path

Threat

Releasing an unairworthy
aircraft to service

Regular walkround checks carried out
by safety officer

Mil8 Helicopter Operations Manual
stipulate maximum load weight 

Correct packaging of freight and
baggage at shore base and MQ

HLO instructs radio operator / crane
operator to cease crane operations 15

mins prior ETA

Task supervision to ensure satisfactory
housekeeping standards

Experience and training requirements
for pilots

Inspection of helideck & critical areas
nearby by HLO and fire team 30 mins

and 15 mins prior to ETA.

When freight is combined with
passengers, the freight is limited to

50kg per piece

Escalation Factor

HLO does not notify that
helicopter will be flying

over the worksite

Threat

Debris sucked into engine
intakes

MIL8 helicopter has substantial excess
weight capacity

Helicopter approach vector avoids
platform structure obstructions

Threat

Obstructions around
approach vector

Helicopter pilots makes calculation of
weight and balance for each trip 

Manifest prepared for all helicopter
trips and passengers; baggage and

freight weights recorded

Threat

Overloading of helicopter
(passengers/ baggage/

freight)
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HT-08.03  Helicopter
Transfer Operations

Loc: Platform 1
Event: Helicopter Crash

HLO ensures pre-fight briefings are
carried out and observed properly by

PAX

Platform provides notification to
helicopter shore base of cold flare -

flight delayed  if necessary

Daily check of helideck Fire fighting
system, inc foam 

Trained  meteorological  observers with
forecasts on board Platform

HLO's trained in hazardous goods
regulations

Threat

Improper passenger
behaviour

Threat

Cold flare

HLO to ensure helicopter operations do
not occur outside allowable weather

envelope

Timely notification of any allowed
hazardous substance transport to

aviation contractor

Trained Deck Crew directed by HLO

Threat

Adverse weather

Manifests produced, including MSDS

Trained and qualified HLO

Threat

Hazardous goods loaded
onto helicopter at

Platform

Trained and qualified backup HLO's
available

Platform aware of flight and
communicates with incoming helicopter

Escalation Factor

HLO unwell/unavailable

Threat

Platform not ready for
landing
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Consequence

Multiple fatalities,
helicopter crashes on

helideck & fire

Medivac available by FROG transfer
and ship if helideck unavailable

Consequence

Multiple fatalities,
helicopter ditches in sea

Crane radii allow crashed helicopter to
be lifted from helideck

Lifejackets required to be worn by all
passengers/crew

Medical facilities (Medic, Russian
Doctor, Sickbay) available on platform

Escalation Factor

Visitors are allowed up to
15 days on board without

HUET training

Liferaft provided on helicopter

Platform fire teams available for
backup support

POB control monitors the numbers of
days on board platform

Survival suits maintained in Nogliki and
daily checks of suits on MQ

Helideck firefighting equipment
maintained to Group standards

Video of platform in the process of
being prepared to reduce non-essential

visitors

HUET training provided for passengers
(except infrequent visitors)

Helideck fire teams trained, HLO is fire
team leader

Consequence

Fire /explosion damage to
platform 

See controls for helicopter crashes on
helideck & fire

Response to helideck crash in
accordance with Emergency Response

Plan

Ice Class MSV in 500m zone with fast
rescue craft

HT-08.03  Helicopter
Transfer Operations

Loc: Platform 1
Event: Helicopter Crash



THE UNTHINKABLE !

P.O.Kelly should have been asleep in his bunk. Instead, at 4am, he found 
himself rubbing tired eyes, staring at a relay lying in pieces on his bench.

The repair would take him another half hour, at least, he thought, cursing to 
himself. Oh well, at least he could look forward to an early breakfast.

A quiet hiss invaded his consciousness. Turning, his eyes focussed on a plume 
of mist issuing from a small bore pipe and drifting towards the turbo-
generator  switchboard.

In the next instant, the vapour cloud exploded, flinging him across the 
compartment.

Lying on the floor, struggling to breath, his thoughts danced to the prospect of 
the engulfing fire. The complete loss of electrical power would be bad 
enough for the submerged submarine.

Even now, he imagined, the well trained crew would be driving the crippled 
vessel to the surface and readying the fire fighting team. If they failed to 
rescue the compartment the situation was going to deteriorate.

Although the nuclear reactor is designed to shut down automatically on loss of 
power,  its long term safety depends on restoring electrical systems…….



Expert walkdown
of compartments

Expert walkdown
of compartments

Identification of 
fire loading and 
ignition sources

Identification of 
fire loading and 
ignition sources

Classification of 
fire type and 
frequency

Classification of 
fire type and 
frequency

Identification of 
fire detection 
and protection

Identification of 
fire detection 
and protection

Development of 
fire growth 
model

Development of 
fire growth 
model

Assessment of 
equipment 
failures

Assessment of 
equipment 
failures

Identification of 
relevant design 
basis initiating 
events

Identification of 
relevant design 
basis initiating 
events

Assessment of 
sufficiency and 
adequacy of 
reactor 
protection

Assessment of 
sufficiency and 
adequacy of 
reactor 
protection

Identification of 
design 
weaknesses and 
ALARP measures

Identification of 
design 
weaknesses and 
ALARP measures

Figure 1

Fire hazard walkdown


